achelos




eSIM Management Platform for M2M devices

GSMA SGP.02

M2M
eSIM device

Compliant with:

e GSMA: Embedded SIM Task Force Requirements and Use Cases, Version 1.0

¢ GSMA: SGP.01 - GSMA Embedded SIM Remote Provisioning Architecture, Version
4.2

e GSMA: SGP.02 - Remote Provisioning Architecture for Embedded UICC - Technical
Specification, Version 4.2.1

¢ GSMA: SGP.11 - Remote Provisioning Architecture for Embedded UICC Test
Specification, Version 4.2.1

e GSMA: SGP.16 - M2M Compliance Process, Version 1.3.3

e Trusted Connectivity Alliance (TCA): eUICC Profile Package - Interoperable Format
Technical Specification, Version 3.2

e GSMA: FS.08 - GSMA SAS Standard for Subscription Manager Roles, Version 3.1

e GSMA: FS.09 - SAS-SM Methodology, Version 8.0

¢ GSMA: FS.18 - GSMA SAS Consolidated Security Requirements and Guidelines,
Version 9.0
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The SM-SR (Subscription Manager Secure Routing) is in charge of eUICC management and
represents the eUICC owner. It is also the entity that securely delivers the encrypted
operator profile to the eUICC. Information about available eUICC types and their respective
configuration and state is
stored in its eUICC
repository in the form of an
extended EIS record AP| Gateway
(eUICC Information Set),
which contains proprietary

OTA Configuration eUICC Repository

fields in addition to those
defined by GSMA.
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The SM-DP (Subscription Manager Data
Preparation) is responsible for creating
and protecting operator credentials, i.e. the
profile. It uses the functionality of the SM-
AP| Gateway

SR for communication with eUICC. The

) ) core of the SM-DP is the service to deliver
Order Manager Profile Repository

MNO profile to devices compatible with

APDU Engine GSMA M2M specification. As a separate
(ES8)

Reporting

security domain, the SM-DP ensures that

mobile operator profiles are encrypted
Logging CryptoServer ] o
and, in principle, can therefore be passed

through any SM-SR, whether it is the
KMS/HSMIF .
solution’s internal module or an

interconnected external SM-SR.
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Interface End Points GSMA Support Comment
Standard
Off-card
ES1 EUM — SM-SR yes yes
ES2 MNO — SM-DP yes yes Customer can interface achelos’ SM-

DP via REST/HTTP interface

ES3 SM-DP — SM-SR  yes yes

ES4 MNO - SM-SR yes yes Customer can interface achelos’ SM-
SR via REST/HTTP interface

ES7 SM-SR - SM-SR  yes yes

Interface End Points GSMA Support Comment

Standard
eUiCC

ES5 SM-SR —eUICC  yes yes SMS and HTTPs are supported by
default

ES6 MNO - eUICC yes no This interface is not supported by the
product because eUICC profile
content management is performed by
an OTA platform of the MNO

ES8 SM-DP — eUICC  yes yes achelos’ SM-DP supports profile

descriptions in the format defined by
TCA (ex. SIMalliance)
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For more information, visit:

connect.achelos.com




